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Abstract – As per today’s scenario, wireless networks are 

becoming more popular day by day as it is difficult for people to 

constrain their needs to wired networking. VANET works on the 

basis of real time system where the vehicles move as nodes and 

travel with a very high speed on roads. There are many security 

issues like authentication, tunnel attacks, intelligent system 

approach, collision detection, congestion avoidance etc. A number 

of methods have been proposed to deal with various issues in 

VANET. In this paper, an enhance level of security is 

implemented on the VANET system to reduce malicious activities 

into the network. Here the security is done by the authentication 

of individual node by some enhanced scenario which is based on 

the HASH value and steganography technique and eye retina 

sample. Each vehicle will be authenticate by centralize 

authentication and it helps to reduce the malicious activities. 

Index Terms – VANET, RSU, V2V, V2I, CA 

1. INTRODUCTION 

Vehicular Ad Hoc Network (VANETs) is a mobile network 

where a short lived and self-organizing network is formed 

among the vehicles. Network operates either in an 

infrastructure network (V2X) or in an infrastructure less 

network (V2V). In an infrastructure network, Road Side Units 

(RSUs) interacts with vehicles’ wireless equipment in a 

sporadically mode when a vehicle passes by it. In an 

infrastructure less network, Vehicles communicate with other 

vehicles’ on-Board Units (OBUs) to exchange security 

messages [21,22, 23]. Each vehicle is equipped with a set of 

sensors such as GPS, Radar, and Directional antenna [1]. Due 

to lack of fixed infrastructure, nodes are prone to varied attacks. 

Securing the communication among vehicles is the main 

challenge that lies in the vehicular network. Deployment of 

network intrusion detection system helps in identifying the 

attack taken place in vehicular network [3]. Nodes in VANET 

are subjected to various types of impersonation attacks, few of 

which are hard to deal with, even if any security mechanisms 

are enforced. Some of which are Sybil attack, stolen identity 

attack, Man-in-the-Middle attack. Identification of the node 

and its authentication are of fundamental importance within a 

secure network [4]. Over the last few decades, many researches 

and efforts have been done to investigate various issues related 

to V2I, V2X areas. Several approaches to deal with 

identification of the node and its authentication in VANET 

have been proposed in the literature. Norbert Bibmeyer [9] et 

al proposes a scheme based on data plausibility check that 

ensures positional reliability in order to assess the 

trustworthiness of the neighboring node. S. RoselinMary [3] et 

al proposes an attacked packet detection algorithm to detect the 

position of the vehicle and checks whether the packet sent by 

the vehicle has been attacked or not. 

1.1. VANET Characteristics 

As Vehicular ad hoc network share common properties with 

conventional ad-hoc sensor network such as self-organized and 

lack of central control. VANETs have unique challenges that 

impact the design of communication system and its protocol 

security. These Challenges include:- 

1.1.1. High Mobility 

Nodes potentially move with high speed so all the nodes are 

not able to interact properly with each other. Also, when 

vehicle pass each other, the duration of time remains for 

exchange of data packets is rather small. 

1.1.2. High application requirement on data delivery 

Most important applications of VANETs are for traffic safety 

to avoid road accidents, such as safety of life. The high 

requirements are with respect to real time and reliability. 

1.1.3. Potentially high number of nodes 

VANETs are based on intelligent Transportation System (ITS) 

that large area of vehicles will be equipped with 

communication capabilities for vehicular communication. In 

addition to road-side units into account, VANET needs to be 

scalable with a very high number of nodes. 

1.1.4. Privacy and Authentication 

A proper authentication system must be set up to ensure 

privacy in the networks. A system to ensure the authentication 

in VANET should be established which will also increase the 

throughput of the network.  
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1.2. Security and Privacy Needs of VANETs 

VANETs as any other communication network require a set of 

security and privacy needs to perform its functions correctly 

and a successful use. Related to information security, there are 

some requirements:- 

1.2.1. Confidentially  

It ensures that messages will only be accessed by intended 

parties. It specifies that only the authorized users should be able 

to read the contents of information. It is required in some 

private services like location-based ones. 

1.2.2. Data integrity 

It ensures that they have not been altered since their creation 

means assets can be modified by authorized users only. A 

related need is data trust i.e. data are fresh, updated and reliable. 

1.2.3. Authentication 

One key aspect is the existing trade-off between liability and 

privacy. So, it is necessary not only to uniquely identify each 

communicating node, but also authenticate it. In this way, it is 

possible to determine the liability for a malicious action. A 

related security need is non-repudiation, which ensures that an 

entity performing an action will not be able to deny having 

done it. 

1.2.4. Availability 

It specifies that resources must be available to other nodes at 

all times that every node must be able to timely process and 

send the required information. 

2. LITERATURE SURVEY 

In year 2012, Miguel Sepulchre performed a work on V2V 

communication based on cooperative safety applications. The  

Work is about the study of network respective to time and space 

analysis between the vehicle movement. The work includes the 

driver based analysis in real world with effect of cooperative 

system to achieve the network security [13]. In Year 2012, 

KeyvanGolestan presented a work on Vehicle Localization. 

The work is the analytical study of different techniques of 

localization along with data Fusin as well as vehicle-to-vehicle 

communication and to integrate the available data and improve 

the accuracy of the localization information of the vehicle [14]. 

Rakesh Kumar and MayankDav (2012). There are so many 

types of VANET applications and their communication 

protocol needs a systematic literature survey. In this paper 

mainly define the VANET applications based on the various 

broadcasting data dissemination protocols are surveyed 

separately and their fundamental characteristics are revealed. 

At the end of this paper comparison of all the protocols [8].In 

year 2012, Lucas Wang has performed a work on rapid traffic 

information using named data. The author has presented a 

simple traffic information dissemination application for 

previous work and to evaluate its performance through the 

simulation. The simulation results are presented under distance 

and density parameters [15]. Aswathy M and Tripti represent a 

paper in (2012). This paper defines the vehicles on road as 

nodes of network. With the help of VANET give us many 

applications as an intelligent transportation system. In the 

dynamic network architectures and node movement 

characteristics differentiates VANETs from other kind of ad-

hoc networks. The dynamic change in topology shortens the 

effective time of routing. Routing in the VANET is quite 

complicated task. AODV (ad-hoc on demand distance vector) 

mostly used in the topology based routing protocol for 

VANET. This paper main aim to improving the performance 

of AODV by enhancing the existing protocol by creating stable 

clusters and performing routing by cluster head and gateway 

nodes [18,23]. Patil V.P (2012). In this paper suggest more 

innovative approach to deal with this traffic congestion 

problem using the characteristics of vehicular ad-hoc networks 

(VANET). This system is developed and tested using the 

AODV protocol and ad-hoc mobile network to deal with the 

problem of vehicle traffic congestion in vehicular network. 

Traffic congestion can be measured on following patterns like 

packets broadcast, percentage of packet delivered and 

percentage of traffic diverted and overhead to manage the 

problem of data traffic in the network. In the main simulation 

shows the domain of vehicle traffic congestion in VANET is 

demonstrated [5].   

3. PROBLEM FORMULATION 

As we know VANETs work on the basis of real time system 

where the vehicles are moving nodes and travel with 

authentication, tunnel attacks, intelligent system approach, 

collision detection, congestion avoidance, communication 

system approach etc. In the existing Research Algorithm, A 

clustering has been created by considering direction, position 

and relative speed of the vehicle for managing scalability issue 

and algorithm for selecting the most appropriate cluster head 

by considering real time updated position and trust value of 

vehicles. It is based upon clustering, ACO and reliable packets 

and uses different trust metrics.  The intelligent vehicles are 

been defined respective to distance, direction and speed 

analysis. In this work a bio inspired V2V communication 

approach is been suggested to identify the safe path over the 

network. VANETs as any other communication network 

require a set of security and privacy needs to perform its 

functions correctly and a successful use. The existing work 

takes into account only trust metrics for cluster head selection 

and other parameters in order to ensure that whether selected 

node is a normal or malicious vehicle but it does not consider 

the security issues. 
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Table 1: Different trust metrics 

The trust value of moving vehicle is being calculated in order 

to ensure whether the selected vehicle is normal or malicious 

vehicle. Trust defines the level of confidence of a vehicle 

depending on the performance evaluation of the assigned task. 

Trust value of a vehicle is time dependent i.e. trust value of 

vehicle will vary based on transaction performed. 

4. PROPOSED METHODOLOGY 

The proposed work considers an enhanced level of security of 

the VANET system to reduce malicious activities into the 

network. Here the security is done by the authentication of 

individual node by some enhanced scenario which is based on 

the HASH value and steganography technique and eye retina 

sample. Each vehicle will be authenticate by centralize 

authentication and it helps to reduce the malicious activities. 

In proposed work, it provides security over VANET in terms 

of vehicle authentication, it means if a new vehicle want to be 

on VANET road it has to authenticated from centralize 

authentication, now the centralize authentication (CA) contain 

a hash value of every vehicle and eye retina sample. This hash 

value is generated from the license number which is an 

individual govt. identity of a person and a city code. 

When a person will apply for license then the person must take 

his eye retina samples which will store in database of CA. 

There are two postulates in which states that two vehicles 

cannot occupy the same space at the same time and one vehicle 

can occupy only one space at a given time. As we know that 

the attacker can also hack this hash value, so to make it more 

complex we add image steganography and image compression 

techniques in it. At user end  it calculate the hash value and 

then store it into image using image steganography and after 

that apply image compression on it to reduce its size. Then user 

send  this compressed image and eye retina sample to CA. now 

CA have its own database and it will extract hash value from 

image and eye retina sample and  compare it with its database 

values. If the value is matched it means it’s a valid vehicle 

otherwise its some malicious vehicle so in that case it  inform 

to all road side units so that other vehicles can isolate it. If 

someone misplace his license number and other is going to use 

this then his eye sample will not match with this license number 

and he will be detected as malicious. 

There are two types of methods used to enhance the security in 

vanet through node authentication. 

A) Generation of Hash Value 

B) Steganography Technique 

4.1. Generation of Hash Value 

Hash value is related to cryptography. Here the purpose of hash 

value is to combine two meaningful values in such a way so 

that it will appear as Meaningless value. The steps to generate 

the hash value are as follows:- 

1. Take first value. 

2. Take second value. 

3. Apply operation on operands. 

4. Generate HASH value. 

Hash value is used for accessing data or for security. A hash 

value is also called message digest. In proposed schema hash 

value is generated using license number and city code. 

4.2. Steganography Technique  

Steganography is a process of hide a secret message into an 

image. Subtraction steganography technique is used which will 

work as the following:- 

i. Take a random image. 

ii. Use imread() function to show the color 

values of image. 

iii. Convert color values into binary numbers. 

iv. Now take a HASH. 

v. Generate corresponding binary numbers 

vi. Now subtract binary numbers from image 

same as HASH value. 

vii. Now insert HASH’s binary number into 

image. 

viii. Use imshow() function to show image again. 

For eye retina sample, it converts the eye retina sample into 

numeric values and then store it into the variable and CA. 

When authentication take place it converts the eye retina 

samples into numeric values and compare it with CA values. 
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Figure 1: Working Schema 
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4.3. Pseudo Code for the Proposed System 

 Create GUI using MATLAB  

 Insert buttons and axes field into GUI 

 Deploy road on axes field  

 Insert vehicles into road 

 Create a cluster of vehicle to show V2V 

communication  

 Deploy centralize authentication (CA)  

 Create a hash value using license number and city 

code  

 Store all hash values into CA  

 Insert new vehicle 

 Take eye retina sample 

 Ask for hash value to new vehicle   

 Vehicle generate his hash value  

 Store hash value into image using image 

steganography concept 

 Store eye retina sample  

 Send to CA 

 CA receive hash and fetch hash from image  and 

eye retina sample 

 Verify hash value and eye retina sample 

 Vehicle is valid  

 Vehicle is invalid  

 Send warning message to RSU 

 RSU alert all vehicles for new entry 

5. SIMULATION AND RESULTS 

The whole simulation has been take place in MATLAB 

environment.  

5.1. Evaluation of Research Work 

Research work of this dissertation in such a manner that 

outcome provides the security mechanism in terms of 

authentication of Vehicular Ad-hoc Network using hash value 

and steganography   schema. 

5.2. Result Evaluation Parameters 

The following input parameters are used in this research to 

describe the result. 

5.2.1. Cluster Creation Time 

Cluster Creation Time is directly proportional to the number of 

clusters. The input parameters are number of clusters formed 

and time taken for cluster information. 

5.2.2. Cluster Head Selection Time 

The Cluster Head Selection Time is estimated for different 

cluster size by varying the number of clusters. The input 

parameters are number of clusters formed and time taken to 

select cluster head. 

5.2.3. Throughput 

Throughput is the ratio of number of packets which are 

forwarded and received. So that input parameters are packets 

and number of nodes. 

5.2.4. Overhead 

The routing overhead is defined as being the number of routing 

packets per number of data packets successfully received at the 

destinations. Overhead Graph is plotted in between network 

overhead and number of clusters so the input parameters are 

number of nodes that form clusters and data packets which are 

used to calculate overhead. 

6. PERFORMANCE GRAPHS 

The performance and result of a proposed schema to enhance 

the security through node authentication of vanet using hash 

value and steganography schema are shown below in Graphical 

Form:-  

6.1. Cluster Creation Time 

 

Figure 2: Cluster Creation Time 

The figure 2 shows the cluster creation time. Cluster creation 

time is directly proportional to the number of clusters. It is 

clearly shown that time taken for cluster creation is less. 
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6.2. Cluster Head Selection Time 

 

      Figure 3: Cluster Head Selection Time 

The figure 3 shows the cluster head selection time in proposed 

system is less because the system is providing the security 

through authenticate the node. The cluster head selection time 

depends upon the different cluster size by varying the number 

of clusters. 

6.3. Throughput 

 

Figure 3: Throughput of System 

The figure 3 shows that the system has high throughput. 
Throughput is a measure of how many units of information a 

system can process in a given amount of time.  

6.4. Routing Overhead 

The figure 4 represents routing overhead and the routing 

protocol is defined as the control messages per number of data 

packets successfully received at the destinations. Here the 

simulation shows that AODV routing overhead increases less 

as compared to TACR routing overhead. 

 

Figure 4: Routing Overhead 

7. CONCLUSION & FUTURE WORK 

Detection of the attackers is an important requirement for the 

trustworthy communication among VANET network nodes. In 

this paper, an enhanced level of security is implemented on the 

VANET system to reduce malicious activities into the network. 

Here the security is done by the authentication of individual 

node by some enhanced scenario which is based on the HASH 

value and steganography technique and eye retina sample. Each 

vehicle will be authenticate by centralize authentication and it   

helps to reduce the malicious activities. In the future work, 

improvement over the method would be done to conduct more 

simulation experiments to ensure the effectiveness of the 

proposed method. 
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